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I. Policy

This policy outlines the security and storage of information related to all probation business.

II. Purpose

The purpose of this policy is to provide a set of security safeguards for protection of the access to, information collected, stored, and used by the Nebraska State Probation system. This policy contains the minimum safeguards, responsibilities and acceptable behaviors required to establish and maintain a secure environment.

III. Reference

NITC Information Security Policy 

NITC Linking a Personal Portable Computing Device to the State Email System 

Nebraska Supreme Court, Records Retention Disposition, Probation Administration, Schedule 74

OCIO Disaster Recovery Process - 124-041 through 124-043

Adult Confidential Records Information Policy

Juvenile Confidential Records Information and Sealed Records Policy

IV. Procedure

A. Security

1. All information is an asset and must be protected from its creation through its authorized disposal in accordance with Records Retention Disposition, Probation Administration, Schedule 74.

B. Integrity

1. All information must be classified and protected in accordance with Nebraska Supreme Court directives and the Adult Confidential Records Information Policy, Juvenile Confidential Records Information Policy and Sealed Records Policy. 

2. Password management controls should be implemented, where technically or operationally feasible, to ensure password integrity.

C. Accessibility 

1. All information must be maintained in a secure, accurate, and reliable manner and be readily accessible for authorized use.

2. All information back-ups are in accordance with the OCIO Disaster Recovery process.

3. Electronic information outside of State systems should be maintained according to Records Retention Disposition, Probation Administration, Schedule 74.

4. All devices irrespective of device ownership that are syncing information with the State’s email system must follow the standards listed in NITC Linking a Personal Portable Computing Device to the State Email System.

D. Privacy

1. All information, regardless of the form or format, which is created, acquired, accessed, used or disseminated in support of State of Nebraska's business activities, must be used for official business only, in accordance with the Adult Confidential Records Information Policy, Juvenile Confidential Records Information Policy and Sealed Records Policy. Unauthorized use or dissemination of information could result in criminal prosecution and/or disciplinary action as per Nebraska Supreme Court Personnel Policy and Procedures.  

E. Retention

1. The retention of all probation materials shall be in accordance with the Nebraska Supreme Court, Records Retention Disposition, Probation Administration, Schedule 74.

2

image1.jpeg




