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I. Policy

External information systems are an integral part of performing investigations and case management in the probation system.  External information systems are defined as protected outside systems for probation employees to obtain third party information from external systems, to include state, local and federal systems. These systems include but are not limited to Nebraska Criminal Justice Information System (NCJIS), JUSTICE, Department of Motor Vehicles (DMV) and National Crime Information Center (NCIC).  It is each employee’s responsibility to ensure these privileged systems are used in a professional and lawful manner, ensuring confidentiality of all interested parties. 

II. Purpose

This policy governs use, distribution, storage and access of external information systems to enhance public safety and improve the ability of the Probation System and its employees in the performance of their official duties by providing complete, accurate and timely criminal justice information as governed by State and Federal laws, regulations and statutes.        

III. Reference

CJIS Advisory Committee Memorandum of Understanding

Nebraska Justice Online Agreement

NCIC Operating Manual 

Nebraska Supreme Court Policy and Procedure Manual

Department of Motor Vehicles Memorandum of Understanding (including Attachment A)

IV. Procedure

Responsibility, Compliance and Security:

Only probation staff with the assigned licenses or certificates and/or passwords may gain access to these external information systems.  It is each individual’s responsibility to use external information systems in a professional and confidential manner. This section provides information on the appropriate use of external information systems to obtain information for the performance of their legally authorized required function.

Access to external information systems shall be limited to authorized users utilizing assigned user name and password information and only for statutorily identified business purposes.

Any breach of records or unauthorized searches shall be reported immediately to the Deputy Administrator for Operations in the Administrative Office of Probation.  Upon receiving information that unauthorized use of external information systems may have occurred, the following shall be completed:

The controlling authority or agency shall be notified immediately by the Deputy Administrator of Operations.

The Administrative Office of Probation shall conduct an internal review of the queries made within the external information system in order to identify records searched or information gained improperly and dates associated.

The Administrative Office of Probation shall attempt to ascertain whether records queried by individual(s) in question were related to essential Probation business.

If it is determined the queries were not job-related, the Administrative Office of Probation shall compile a list of affected persons and submit to the controlling authority.

Any use of external information systems must be in compliance with the rules and regulations of each individual external information system. This includes but is not limited to the CJIS Advisory Committee Memorandum of Understanding, Nebraska Justice Online Agreement, Department of Motor Vehicles Memorandum of Understanding (including Attachment A) and NCIC Operating Manual. 

System Security

The data stored in external information systems is documented criminal justice information and must be protected to ensure correct, legal and efficient dissemination and use.  It is incumbent upon probation staff utilizing these systems to implement the necessary procedures to make their computer system secure from any unauthorized use. All probation staff shall follow the guidelines as outlined in the Information Security Policy.

The data stored in external information systems is confidential and should be treated accordingly.  Access and use of external information systems shall be explicitly limited to work related use. Unauthorized requests or receipt of criminal data could result in criminal prosecution and/or disciplinary action as per Nebraska Supreme Court Personnel Policy and Procedures.  

Distribution and storage of information obtained from external information systems shall be held in strict confidentiality and must follow the Juvenile Confidential Record Information and Sealed Records Policy and the Adult Confidential Record Information Policy. 
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